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Publicly Verifiable Anonymous Credentials (PVAC)
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== Pairing-friendly curves are not recognized by
A Most efficient constructions use pairings » standardization bodies
= Not widely supported in hardware
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Keyed-Verification Anonymous Credentials (KVAC)
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Problem Statement

Keyed-Verification Anonymous Credentials (KVAC)
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Our Research Question
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Can we design such construction?
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Designing mKVAC

Naive Approach

Verifiers
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Each verifier shares a secret
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Designing mKVAC

Naive Approach

Request
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[APrivacy problem: The issuer learns the services the users want to access ]
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Designing mKVAC

Design Goals for mKVAC

Verifiers

Issuer

Let each entity has their own
public key and private key.
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Design Goals for mKVAC
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Design Goals for mKVAC
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Design Goals for mKVAC
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Our mKVAC: Core Idea

KVAC for the Attributes

CMZ-KVAC: Melissa Chase, Sarah Meiklejohn, and Greg Zaverucha, “Algebraic MACs and Keyed-Verification
Anonymous Credentials,” CCS 2014.

User Verifier

Attributes: a@ := (aq, ..., a,) Verifier secret key: vsk := (xg, X1, ..., Xp)
n
cred; = (uG, (xo + z xl-al-) uG)
i=1

How to receive credg from the issuer without revealing the verifier?
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Our mKVAC: Core Idea

KVAC for the Attributes

v’ Given (x;G)L,, one can compute credg := (UG, (xg + X1-, x;a;)uG) forany @
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Our mKVAC: Core Idea

KVAC for the Attributes

v Given (x;G)™,, one can compute credg = (UG, (xo + X1 x;a;)uG) forany a
i=0 a i=1

v If x¢G is hidden, computing credg is no longer possible

17/24 mKVAC



Our mKVAC: Core Idea

KVAC for the Attributes

v’ Given (x;G)L,, one can compute credg := (UG, (xg + X1-, x;a;)uG) forany @
v If x¢G is hidden, computing credg is no longer possible
v For each verifier, publish: {xoG + VE, vG, (x;G){-;}, where (xoG + vE,vG) is an Elgamal

encryption of x¢G under public key E = eG, and the issuer holds the secret key e.

17/24 mKVAC



Our mKVAC: Core Idea

KVAC for the Attributes

vpk = {X¢, X1, ..., X} = {%0G + VE, vG, (x;G)iL4}

isk includes e vpk = {X(, X4, ..., X} == {x0G + VE, VG, (x;G)-,}

vpk = {Xg, X1, ..., Xp} = {x9G + VE, vG, (x;G)~{}




Our mKVAC: Core Idea

KVAC for the Attributes

-------------------
tttt

vpk = {X;, X1, ..., X} = {xOG + VE, vG (x G}

isk includes e

vpk = {X(, X1, ..., X} = {xOG + vE, vG (x G)i .}

' vpk = {X, X1, ..., Xp} = {xoG +VE, ”G (x‘G) =




Our mKVAC: Core Idea

KVAC for the Attributes

Issuer User

Compute cred; = (uG, u(Xy + 2y aiX,-))

C5: Commit on cred

Compute bcredy: Decrypt Cz using e

(blindly signing) bcred-
a

Compute credy: Unblind beredy;
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Our mKVAC: Core Idea

KVAC for the Attributes

Issuer User

-----------------------------------------------------------------

-----------------------------------------------------------------

a

-----------------------------------------------------------------

Compute bcredy: Decrypt Cz using e i User can cheat here by not using

-----------------------------------------------------------------

(blindly signing) bcred-
a

Compute credy: Unblind beredy;
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Our mKVAC: Core Idea

KVAC for the verifiers’ public keys

We designed a KVAC over group elements based on BBS signatures: Dan Boneh, Xavier Boyen, and Hovav
Shacham, “Short group signatures,” CRYPTO 2004

vpk = {Xg, X1, ..., X5} = {xoG + VE, vG, (x;G);_1 }, cred, i

isk includes e vpk = {Xg, X1, ..., X} = {x0G + VE, vG, (x;G)}- 1}, cred,

vpk = {Xg, X1, ..., Xy} = {xoG + VE, vG, (x;G);_1 }, cred, i




Our mKVAC: Core Idea

KVAC for the verifiers’ public keys

Issuer User

Compute cred; = (uG, u(Xy + 2y aiX,-))

. 1 !
Cz KVAC. Present,, C5;: Commit on credg;

P
<

Check the validity of KVAC. Presentyi, ©

Compute bcredy: Decrypt Cz using e

bcred;
(blindly signing) creda R

Compute credy: Unblind beredy;
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Our mKVAC: Core Idea

Resulting mKVAC

We designed an anonymous credential scheme which is:
v' Unforgeable in Generic Group Model

v’ Statistically anonymous

v Multi-show unlinkable

v Pairing-free

v’ Suitable for multi-verifiers setting
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A Comparison with SAAC
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A Comparison with SAAC

Server Aided Anonymous Credentials (SAAC)

Rutchathon Chairattana, Franklin Harding, Anna Lysyanskaya, and Stefano Tessaro, Server-Aided Anonymous
Credentials, CRYPTO 2025

Issuer User Verifier
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A Comparison with SAAC

Server Aided Anonymous Credentials (SAAC)

Issuer User Verifier

KVAC. Issue(isk)

>




A Comparison with SAAC

SAAC vs. mKVAC

Issuer User Verifier

KVAC. Issue(isk)

>
d SAAC Y mKVAC A
v’ Pairing-free v’ Pairing-free

v" Publicly verifiable AC v’ Verifier-specific AC

\\/ One-show unlinkable )\‘/ Multi-show unlinkable )
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attention!
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