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Real-World Applications

European Digital Identity Wallet Apple Wallet Google Wallet
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Design Goals for mKVAC

Let each entity has their own 
public key and private key.

(𝐯𝐬𝐤, 𝐯𝐩𝐤)
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Issuer

Verifiers
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Our mKVAC: Core Idea

mKVAC

KVAC for the Attributes

Attributes: 𝒂 ≔ 𝒂𝟏, … , 𝒂𝒏

𝐜𝐫𝐞𝐝𝒂 ≔ (𝒖𝐆, 𝒙𝟎 + ෍

𝒊=𝟏

𝒏

𝒙𝒊𝒂𝒊 𝒖𝐆)

User Verifier

Verifier secret key: 𝐯𝐬𝐤 ≔ (𝒙𝟎, 𝒙𝟏, … , 𝒙𝒏)

CMZ-KVAC: Melissa Chase, Sarah Meiklejohn, and Greg Zaverucha, “Algebraic MACs and Keyed-Verification 
Anonymous Credentials,” CCS 2014.

How to receive 𝐜𝐫𝐞𝐝𝒂 from the issuer without revealing the verifier?
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𝒏 𝒙𝒊𝒂𝒊 𝒖𝐆) for any 𝒂
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✓ If 𝒙𝟎𝐆 is hidden, computing 𝐜𝐫𝐞𝐝𝒂 is no longer possible

✓ For each verifier, publish: {𝒙𝟎𝐆 + 𝒗𝐄, 𝒗𝐆, 𝒙𝒊𝐆 𝒊=𝟏
𝒏 } , where  (𝒙𝟎𝐆 + 𝒗𝐄, 𝒗𝐆)  is an Elgamal 

encryption of 𝒙𝟎𝐆 under public key 𝐄 = 𝒆𝐆, and the issuer holds the secret key 𝒆.
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𝐢𝐬𝐤 includes e
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All encrypted under the same public key
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mKVAC

KVAC for the Attributes

User

Compute 𝐜𝐫𝐞𝐝𝒂
′ ≔ 𝒖𝐆, 𝒖 𝑿𝟎

′ + σ𝒊=𝟏
𝒏 𝒂𝒊𝑿𝒊

𝑪𝒂: Commit on 𝐜𝐫𝐞𝐝𝒂
′

Issuer

Compute 𝐛𝐜𝐫𝐞𝒅𝒂: Decrypt 𝑪𝒂 using 𝒆 

(blindly signing)

𝑪𝒂

Compute 𝐜𝐫𝐞𝒅𝒂: Unblind 𝐛𝐜𝐫𝐞𝒅𝒂

𝐛𝐜𝐫𝐞𝒅𝒂

19/24



Our mKVAC: Core Idea

mKVAC

KVAC for the Attributes

User

Compute 𝐜𝐫𝐞𝐝𝒂
′ ≔ 𝒖𝐆, 𝒖 𝑿𝟎

′ + σ𝒊=𝟏
𝒏 𝒂𝒊𝑿𝒊

𝑪𝒂: Commit on 𝐜𝐫𝐞𝐝𝒂
′

Issuer

Compute 𝐛𝐜𝐫𝐞𝒅𝒂: Decrypt 𝑪𝒂 using 𝒆 

(blindly signing)

𝑪𝒂

Compute 𝐜𝐫𝐞𝒅𝒂: Unblind 𝐛𝐜𝐫𝐞𝒅𝒂

𝐛𝐜𝐫𝐞𝒅𝒂

User can cheat here by not using 
correct 𝐯𝐩𝐤
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mKVAC

KVAC for the verifiers’ public keys

𝐢𝐬𝐤 includes e

𝐯𝐩𝐤 ≔ 𝑿𝟎
′ , 𝑿𝟏, … , 𝑿𝒏 ≔ 𝒙𝟎𝐆 + 𝒗𝐄, 𝒗𝐆, 𝒙𝒊𝐆 𝒊=𝟏

𝒏 , 𝐜𝐫𝐞𝐝𝐯𝐩𝐤

𝐯𝐩𝐤 ≔ 𝑿𝟎
′ , 𝑿𝟏, … , 𝑿𝒏 ≔ 𝒙𝟎𝐆 + 𝒗𝐄, 𝒗𝐆, 𝒙𝒊𝐆 𝒊=𝟏

𝒏 , 𝐜𝐫𝐞𝐝𝐯𝐩𝐤 

𝐯𝐩𝐤 ≔ 𝑿𝟎
′ , 𝑿𝟏, … , 𝑿𝒏 ≔ 𝒙𝟎𝐆 + 𝒗𝐄, 𝒗𝐆, 𝒙𝒊𝐆 𝒊=𝟏

𝒏 , 𝐜𝐫𝐞𝐝𝐯𝐩𝐤

We designed a KVAC over group elements based on BBS signatures: Dan Boneh, Xavier Boyen, and Hovav 
Shacham, “Short group signatures,” CRYPTO 2004 
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Our mKVAC: Core Idea

mKVAC

KVAC for the verifiers’ public keys

User

Compute 𝐜𝐫𝐞𝐝𝒂
′ ≔ 𝒖𝐆, 𝒖 𝑿𝟎

′ + σ𝒊=𝟏
𝒏 𝒂𝒊𝑿𝒊

𝑪𝒂: Commit on 𝐜𝐫𝐞𝐝𝒂
′

Issuer

Compute 𝐛𝐜𝐫𝐞𝒅𝒂: Decrypt 𝑪𝒂 using 𝒆 

(blindly signing)

𝑪𝒂, 𝐊𝐕𝐀𝐂. 𝐏𝐫𝐞𝐬𝐞𝐧𝐭𝐯𝐩𝐤, 𝜋

Compute 𝐜𝐫𝐞𝒅𝒂: Unblind 𝐛𝐜𝐫𝐞𝒅𝒂

𝐛𝐜𝐫𝐞𝒅𝒂

Check the validity of 𝐊𝐕𝐀𝐂. 𝐏𝐫𝐞𝐬𝐞𝐧𝐭𝐯𝐩𝐤, 𝜋 
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Our mKVAC: Core Idea

mKVAC

Resulting mKVAC

We designed an anonymous credential scheme which is:

✓ Unforgeable in Generic Group Model

✓ Statistically anonymous

✓ Multi-show unlinkable

✓ Pairing-free 

✓ Suitable for multi-verifiers setting
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A Comparison with SAAC

mKVAC

Server Aided Anonymous Credentials (SAAC)

User VerifierIssuer

Helper𝐢𝐬𝐤

𝐢𝐬𝐤

𝐢𝐩𝐤

Rutchathon Chairattana, Franklin Harding, Anna Lysyanskaya, and Stefano Tessaro, Server-Aided Anonymous 
Credentials, CRYPTO 2025
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A Comparison with SAAC

mKVAC

SAAC vs. mKVAC

User VerifierIssuer

Helper

SAAC
✓ Pairing-free
✓ Publicly verifiable AC
✓ One-show unlinkable

mKVAC
✓ Pairing-free
✓ Verifier-specific AC
✓ Multi-show unlinkable

𝐊𝐕𝐀𝐂. 𝐈𝐬𝐬𝐮𝐞(𝐢𝐬𝐤) Publicly verifiable presentation
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mKVAC

Thanks for your 
attention! 

Full paper
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