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Why Anonymous Credentials (AC) with Partial Disclosure?

User VerifierIssuer

Attributes: 𝑨
 

          Date of birth
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Credential Issuance
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Why Anonymous Credentials (AC) with Partial Disclosure?

User VerifierIssuer

Disclosed 

Attributes: 𝑫
 

          University
          KUL

Credential Presentation

✓ Unforgeability and Multi-show Unlinkability: The verifier learns that the user owns a valid 
credential for certain specific attributes and nothing beyond that.
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Publicly Verifiable Anonymous Credentials (PVAC)

User VerifierIssuer

Issuer Secret Key
(isk)

Issuer Public Key
(ipk)

𝑨: Set of attributes

Cred ← Issue(𝑨, isk, ipk)

Signature using isk

𝑫: Set of disclosed attributes

Show ← ShowCred(cred, 𝑨, 𝑫, ipk)

0/1 ← VerifCred(Show, 𝑫, ipk)

Most efficient schemes 
require pairing

Hinders Deployability
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Keyed-Verification Anonymous Credentials (KVAC)

What if the verifier has isk? We can avoid pairing.

When is it possible?
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Keyed-Verification Anonymous Credentials (KVAC)

User VerifiersIssuer

Attributes: 𝑨
 

          Nick

          Zone A

          Zone B

          12/05/2026

          13/05/2026

Issue
Credential

Zone A

12/05/2026

Zone A

13/05/2026

Zone B

12/05/2026
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Keyed-Verification Anonymous Credentials (KVAC)

User VerifierIssuer

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

𝑨: Set of attributes

Cred ← Issue(𝑨, isk)

MAC using isk

𝑫: Set of disclosed attributes
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0/1 ← VerifCred(Show, 𝑫, isk)
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Keyed-Verification Anonymous Credentials (KVAC)

User VerifierIssuer

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

𝑨: Set of attributes

Cred ← Issue(𝑨, isk)

MAC using isk

𝑫: Set of disclosed attributes

Show ← ShowCred(cred, 𝑨, 𝑫)

0/1 ← VerifCred(Show, 𝑫, isk)

Different isk Privacy
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Keyed-Verification Anonymous Credentials (KVAC)

User VerifierIssuer

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

Cred ← Issue(𝑨, isk),
MAC using isk

Show ← ShowCred(cred, 𝑨, 𝑫)

0/1 ← VerifCred(Show, 𝑫, isk)

Issuer Public Parameters
(ipar)

𝜋 ← PoK{isk: Cred, ipar}

Verify 𝜋
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Show ≔ CA, C𝜏, 𝜋′

⋀Verify(𝜋′)
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Problem with Typical Approach

User

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

Issuer Public Parameters
(ipar)
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0/1 ← Verify(𝐶𝐴, 𝐶𝜏, isk)

⋀Verify(𝜋′)

Show ≔ CA, C𝜏, 𝜋′
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Our Research Question

User

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

Issuer Public Parameters
(ipar)

𝜏, 𝜋
𝜏 ← MAC 𝑨, isk

𝜋 ← PoK{isk: 𝜏, ipar}
Verify 𝜋

(𝐶𝐴, 𝐶𝜏) ← Commit(𝑨, 𝜏; 𝑟𝐴, 𝑟𝜏)

𝜋′ ← PoK 𝑨, 𝜏, 𝑟𝐴, 𝑟𝜏: 𝐶𝐴, 𝐶𝜏 

VerifierIssuer

Can one design an efficient KVAC construction with 
selective disclosure where presentation does not rely 

on expensive zero-knowledge proofs?

12/24

Show ≔ CA, C𝜏, 𝜋′

0/1 ← Verify(𝐶𝐴, 𝐶𝜏, isk)

⋀Verify(𝜋′)
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(𝐊𝐕𝐀𝐂𝐆𝐆𝐌)
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Our KVAC Constructions
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Our First Construction

✓ Pairing-based

✓ Credential size: 2 group elements

✓ Presentation size: 5 group elements

Our Second Construction

✓ Pairing-free

✓ Credential size: 𝑛 + 2 group elements, where 𝑛 is the number of attributes

✓ Presentation size: 2 group elements

✓ Only requires one exponentiation for the verification
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Fuchsbauer, Christian Hanser, and Daniel Slamanig, JoC 2019. 

Structure Preserving Signature on 
Equivalence Classes (SPS-EQ)

Set Commitment (SC)

Constant-size AC
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KVAC with Highly Partial Disclosure

Our First KVAC

Inspired from: “Structure-Preserving Signatures on Equivalence Classes and Constant-Size Anonymous Credentials,” Georg 
Fuchsbauer, Christian Hanser, and Daniel Slamanig, JoC 2019. 

Structure Preserving MAC on 
Equivalence Classes (SP-MAC-EQ)

Designated Verifier Set 
Commitment (DVSC)

Constant-size KVAC

17/24
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SP-MAC-EQ

User

Signer Secret Key
(isk)

Signer Secret Key
(isk)

𝜏

𝜏 ← MAC 𝑴, isk

VerifierSigner

𝜏 is constant-size

18/24

𝜏 = 𝑅, 𝑇
≔ (𝑣∑𝑖𝑠k𝑖 ⋅ 𝑀𝑖 , 𝑣−1G2)
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SP-MAC-EQ

User

Signer Secret Key
(isk)

Signer Secret Key
(isk)

𝜏
𝜏 ← MAC 𝑴, isk

VerifierSigner

Sample random 𝜇

𝑴′, 𝜏′ ← ChangeRep 𝑴, 𝜏, 𝜇

𝑴′, 𝜏′

18/24

𝑴′ = 𝜇𝑴
𝜏′ = (𝑅′, 𝑇′) ≔ (𝜁𝜇𝑅, 𝜁−1𝑇)
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KVAC with Highly Partial Disclosure

SP-MAC-EQ

User

Signer Secret Key
(isk)

Signer Secret Key
(isk)

𝜏
𝜏 ← MAC 𝑴, isk

VerifierSigner

Sample random 𝜇

𝑴′, 𝜏′ ← ChangeRep 𝑴, 𝜏, 𝜇

Verify 𝑴′, 𝜏′, isk = 1

𝑴′, 𝜏′

𝑴′, 𝜏′  look random

18/24

𝑒 ∑isk𝑖 ⋅ 𝑀𝑖
′, G2 = 𝑒(𝑅′, 𝑇′)SP-MAC-EQ only requires 2 pairings while SPS-EQ requires 𝑛 + 3 pairings
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KVAC with Highly Partial Disclosure

Designated Verifier Set Commitment

User Verifier

Public parameters
(par)

Secret Key
(sk)

𝐶 ≔ Commit(𝑨, par)

𝐶 is constant-size

19/24

𝑓𝑨(𝑥) ≔ ෑ
𝑎∈𝑨

𝑥 − 𝑎 = ෍

𝑖=0

|𝑨|

𝑓𝑖𝑥𝑖

𝐶 ≔ 𝑓𝑨 sk G = ෍

𝑖=0

𝑨

𝑓𝑖sk𝑖G
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KVAC with Highly Partial Disclosure

Designated Verifier Set Commitment

User Verifier

Public parameters
(par)

Secret Key
(sk)

𝐶 ≔ Commit(𝑨, par)

Sample random 𝜇

𝐶′ ← Randomize C, 𝜇

𝑫 ⊆ 𝑨: 𝑊 ← Open(𝑨, 𝑫, 𝜇, par)

𝐶′, 𝑊
𝐶′, 𝑊 are constant-size

19/24

𝐶′ ≔ 𝜇𝐶, 𝑊 ≔ 𝜇𝑓𝑨∖𝑫 sk G
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KVAC with Highly Partial Disclosure

Designated Verifier Set Commitment

User Verifier

Public parameters
(par)

Secret Key
(sk)

𝐶 ≔ Commit(𝑨, par)

Sample random 𝜇

𝐶′ ← Randomize(C, 𝜇)

𝑊 ← Open(𝑨, 𝑫, 𝜇, par) 𝐶′, 𝑊

Verify 𝑫, 𝑊, 𝐶′, sk = 1

19/24

𝐶′, 𝑊 look random

𝐶′ = 𝑓𝑫 sk 𝑊
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Our First KVAC Construction

User

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

Issuer Public Parameters
(ipar)

VerifierIssuer

𝜏, 𝜋 Verify 𝜋

𝐶 ≔ Commit(𝑨, ipar)

Sample random 𝜇

𝐶′, 𝜏′ ← ChangeRep 𝐶, 𝜏, 𝜇

𝑊 ← Open(𝑨, 𝑫, 𝜇, ipar)

𝑊, 𝐶′, 𝜏′

0/1 ← VerifySPMAC(𝐶′, 𝜏′, isk)

𝐶 ≔ Commit(𝑨, ipar)

𝜏 ← MAC 𝐶, isk

𝜋 ← PoK{isk: 𝜏, ipar}

⋀VerifyDVSC(𝑫, 𝑊, 𝐶′, isk)

20/24
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Our First KVAC Construction

User

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

Issuer Public Parameters
(ipar)

VerifierIssuer

𝜏, 𝜋 

𝑊, 𝐶′, 𝜏′

0/1 ← VerifySPMAC(𝐶′, 𝜏′, isk)

𝐶 ≔ Commit(𝑨, ipar)

𝜏 ← MAC 𝐶, isk

𝜋 ← PoK{isk: 𝜏, ipar}

⋀VerifyDVSC(𝑫, 𝑊, 𝐶′, isk)But the verification needs pairing!

20/24

Verify 𝜋

𝐶 ≔ Commit(𝑨, ipar)

Sample random 𝜇

𝐶′, 𝜏′ ← ChangeRep 𝐶, 𝜏, 𝜇

𝑊 ← Open(𝑨, 𝑫, 𝜇, ipar)
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Our Second KVAC Construction

KVAC with Highly Partial Disclosure

Idea for the second KVAC Construction 

User

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

Issuer Public Parameters
(ipar)

VerifierIssuer

𝜏, 𝜋 Verify 𝜋

𝐶 ≔ Commit(𝑨, ipar)

Sample random 𝜇

𝐶′, 𝜏′ ← (𝜇𝐶, 𝜇𝜏)

𝑊 ← Open(𝑨, 𝑫, 𝜇, ipar)

𝑊, 𝐶′, 𝜏′

0/1 ← (𝜏′ == isk ⋅ 𝐶′)

𝐶 ≔ Commit(𝑨, ipar)

𝜏 ← isk ⋅ 𝐶

𝜋 ← PoK{isk: 𝜏, ipar}

⋀VerifyDVSC(𝑫, 𝑊, 𝐶′, isk)
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Idea for the second KVAC Construction 

User

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

Issuer Public Parameters
(ipar)

VerifierIssuer

𝜏, 𝜋 Verify 𝜋

𝐶 ≔ Commit(𝑨, ipar)

Sample random 𝜇

𝐶′, 𝜏′ ← (𝜇𝐶, 𝜇𝜏)

𝑊 ← Open(𝑨, 𝑫, 𝜇, ipar)

𝑊, 𝐶′, 𝜏′

0/1 ← (𝜏′ == isk ⋅ 𝐶′)

𝐶 ≔ Commit(𝑨, ipar)

𝜏 ← isk ⋅ 𝐶

𝜋 ← PoK{isk: 𝜏, ipar}

⋀VerifyDVSC(𝑫, 𝑊, 𝐶′, isk)This is forgeable!
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Our Second KVAC Construction

KVAC with Highly Partial Disclosure

Idea for the second KVAC Construction 

𝐶1 ≔ Commit 𝑨1, ipar , 𝜏1 ≔ isk ∙ 𝐶1

𝐶2 ≔ Commit 𝑨2, ipar , 𝜏2 ≔ isk ∙ 𝐶2
Easy to find 𝑨3:  𝐶3 = Commit 𝑨3, ipar

𝐶3 ≔ C1 + 𝐶2, 𝜏3 ≔ 𝜏1 + 𝜏2

23/24

𝜏3 is a valid tag on 𝐶3
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KVAC with Highly Partial Disclosure

Idea for the second KVAC Construction 

Should be made difficult
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𝐶1 ≔ Commit 𝑨1, ipar , 𝜏1 ≔ isk ∙ 𝐶1

𝐶2 ≔ Commit 𝑨2, ipar , 𝜏2 ≔ isk ∙ 𝐶2
Easy to find 𝑨3:  𝐶3 = Commit 𝑨3, ipar

𝐶3 ≔ C1 + 𝐶2, 𝜏3 ≔ 𝜏1 + 𝜏2

𝜏3 is a valid tag on 𝐶3



Our Second KVAC Construction

KVAC with Highly Partial Disclosure

Idea for the second KVAC Construction 

User

Issuer Secret Key
(isk)

Issuer Secret Key
(isk)

Issuer Public Parameters
(ipar)

VerifierIssuer

𝜏, aux𝑦, 𝜋 
Verify 𝜋

𝐶 ≔ Commit(𝑨, aux𝑦)

Sample random 𝜇

𝐶′, 𝜏′ ← (𝜇𝐶, 𝜇𝜏)

𝑊 ← Open(𝑨, 𝑫, 𝜇, aux𝑦)

𝑊, 𝐶′, 𝜏′

0/1 ← (𝜏′ == isk ⋅ 𝐶′)

Sample random 𝑦

𝐶 ← Commit(𝑨, ipar, 𝑦)

𝜏 ← isk ⋅ 𝐶

compute aux𝑦

𝜋 ← PoK{isk: 𝜏, ipar, aux𝑦}

⋀VerifyDVSC(𝑫, 𝑊, 𝐶′, isk)
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KVAC with Highly Partial Disclosure

Thanks for your 
attention! 

Full paper
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