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What do presentations actually leak?

AC presentations reveal (at least):

the disclosed attributes the issuer
(possibly none) (mandatory)

Revealing the issuer is undesirable in some circumstances, e.g.:

Age verification credentials
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Natural solution: using OR proofs [CD894]\J/
Vf(cred, ipky) V Vf(cred, ipky) V - - - vV Vf(cred, ipk,,)
p k pol

All solutions with constant-size presentations adopt policy public keys—
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New Anonymity Set

The anonymity set depends on pol and pk,,.

They can be used to track users if they reuse them!

/Holldei rl
pol pkp()l

Verifier Holder2
pol,

\

Holder3

pol, pk,,,;, are context information, and verifiers must send them to holders right before every
presentation.
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Our Efficient Type 0 and Type 1 Solutions
for BBS credentials



Randomizing BBS Keys

It is possible to randomize a BBS public key ipk, and adapt a signature o over a.

9/17



Randomizing BBS Keys

It is possible to randomize a BBS public key ipk, and adapt a signature o over a.

Randomize(ipk, a) ipk™

Adapt(o, a) o*

verify(ipk™,0*,a) = 1

9/17



Randomizing BBS Keys

It is possible to randomize a BBS public key ipk, and adapt a signature o over a.

Randomize(ipk, a) ipk™

Adapt(o, a) o*
verify(ipk™,0*,a) = 1
More specifically:

Randomize(ipk, ) ———  ipk®

Adapt((4,€),0) ——————— (A%, aqe)
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Type 0 Construction
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A17Bla Chh {Zl,’i}iGMa €1,71 , AQ’B27 Ch27 {ZQ,i}i€U7 €2,72 ,..., Ana an Chna {Zn,i}iEZ/h €n,Tn

BBS pres. for ipk; BBS pres. for ipk, BBS pres. for ipk,,

n - size(G2 x Z}113)

|pol| =n
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Performances

Running example: credential with 33 attributes, prover proves to be European (|pol| = 27)

Compare IHBBS, with [CDS94, TZ23](IHBBSOR).

IHAC Scheme Comput. OH Commun. OH
Naive (Jpol] — 1)Simggs (|pol| — 1)mgBs
running example 46 ms 27 KB

our IHBBSy eg, + 2eg, + (|pol| — 1)Simp,. (Ipol])mpL
running example 27 ms 1.7 KB
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(With universal policy keys)
Public key randomization enables the framework from Bobolz et al. [BEK™21].

A manager signs with (mpk, msk) the public keys to include in the policy.
- ipkyo

. 1pkg :

. ipkg . ipkg, o9 = Sign(ipky, msk)

ipky,
pol = (ipky, ipk,, ipky)

ipky, o4 = Sign(ipky, msk)
. Phpor = (mpk, 01,04, 09)

ipky
ipky, 01 = Sign(ipk,, msk) ipks
ipks

5

The prover computes NIZKP{cred, ipk, o;|Vf(a, cred, ipk) =1 N Vf(ipk,o;, mpk) =1}

We can do it using BBS key randomization!

Do we really need a digital signature for this?
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Performance

Running example: credential with 33 attributes, prover proves to be European (|pol| = 27)

Compare our IHBBSy with BBS 4+ Bobolz et. al.

IHAC Scheme Model Comput. OH Commun. OH Pk, Size
BBS + Bobolz et al. GGM 5eg, + 4deg, +2p G1 + 3Gz + 3Zp |pol|(G1 + 2G2)
running example 8.7 ms 0.43 KB 6.5 KB
our IHBBS; AGM eg, t 2eg, 2G2 |pol|G2 + 2G4

running example 2.2 ms 0.19 KB 2.6 KB
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Thank you for your attention!

And to Eysa Lee for the Alice-and-Bobs drawings
https://github.com/eysalee/alice-and-bobs/tree/main
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ido :
ids :
idy :

ids

pol,
poly
pols
pol,

: pols

Policy Repository

I trust id;

Verifier

Present AC

Holder
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Type 0
idy : poly
ids @ pol,
ids : pols
idg : pol,
ids

: pols

Policy Repository

Verifier

Type 1

idy 1 poly, pkyor,
ids : polg,pkpol2
ids = pols, pke,
idg : poly, pkyor,
ids = pols, pk o

I trust id; —

Present AC

Holder
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Type 0
idy : poly
ids @ pol,
ids : pols
idg : pol,
ids

: pols

Policy Repository

Type 1

idy 1 poly, pkyor, idy -
idy = poly, pkp, idz

ids : pols, pkiyey,
idy : poly, Pk, ids2 :
ids = pols, Pk, idss :
L id1000 :
@ Present Ajc (@” oo
Verifier Holder

Fopot

Type 2

Vi, poly, Phpoyy

V1, pols, pkpol1,2

Va, poly, pkpolz,l

‘/2, pOZQ7 kaOZQ,Q

V30, poly, Pkpol3o,1
V30, poly, Pkpol:so,z

a/7



Security Analysis

ipkg . ipks
| ipky
- *quk*\‘ ipky
ipky R
. ) . ipks
) ipk, . ipks

The presentation algorithm is a NIZKP derived from a 3-protocol for the relation.

R = {((a, cred, ipk), (pol, D)) : Vf(cred, a, ipk), ipk € pol, D C a}
—_—— ——

witness statement
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Security Analysis (i)

Unlinkability
- ipkyg
Gl ' @2 ipkg .11) s .
‘ . ipky
! ipk* ipk,
' Ty
X ' I
\ ink,
Tl ik, ipks h
: . : ipks,
‘ 7 .

The distribution of ipk* is uniform in the public key space, T* is uniquely determined, and the
adapted credential is kept hidden.
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Security Analysis (i)
Unforgeability

- ipkyg
' . pk; .
Gl ' @2 ipkg . Prg
! ipk* ipk,

\ ink,
Tk, ipks h

ipkg

Forging a tag is easy. What is hard is forging a tag for a specific public key outside of the policy, or
for which the adversary knows the secret key.
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